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Nhiéu sw c6 10 lot dir liéu cd nhan nghiém trong

Thé gi®i: Nam 2022, Hacker “ChinaDan” rao ban di liéu
dwoc cho la ro ri tr S& Canh sat Quéc gia Thwong Hai trén Eaeae
mot dién dan danh cho hacker:

- D liéu dwgc rao ban c6 dung lwong khoang 23TB, bao
godm 1 ty ban ghi théng tin clia ngwdi dan Trung Qudc, gom
cac trwong div lidu: Ho tén, DBia chi, Noi sinh, S6 dinh danh
qudc gia va CSDL khac bao gébm: CSDL t6i pham, thdng tin
lién két sb dién thoai di dong.

- Hacker yéu cau 10 BTC (gia luc dang khoang 200 nghin
USD) cho lwong di liéu khdng 16 nay. Vu viéc dwoc cho 1a vu
rd ri di¥ liéu 1&n nhat cta Trung Qubc, da gay chan dong
manh t&i gi¢i bao mat trong nwéce.

Viét Nam: Ngay 08/7/2022: Hacker “meli0Odas” rao ban di liéu dwoc
cho la ro ri tivr mét CSDL giao duc tai Viét Nam véi hon 30 triéu div liéu
hoc sinh, sinh vién, gido vién... (khoang 1/3 dan so Viét Nam) v&i gia
3.500 USD. ’



Nhiéu vu viéc tdn cong gdy mat an toan thong tin

Viét Nam:

Trong 9 thang dau nam 2022, tai Viét Nam, Trung tdm Giam sat an toan khéng gian

mang — Cuc An toan théng tin cling da ghi nhan:

>  C6 9.519 cudc tAn cong mang, gay ra sw cd vao cac hé thdng théng tin, trong
do riéng trong thang 9/2022 Ia 988 cudc; ngan chan 926 website Itra dao, trong
dé c6 nhiéu trang gid mao cac ngan hang, td chire tai chinh;

»  Gan 4.000 phan anh trwong hop Itra ddo do nguwdi dung Internet Viét Nam
thdng tin t&i hé théng canh bao, qua kiém tra, co rat nhiéu trwdng hop Itra dao
gia mao website cua ngan hang, céng ty tai chinh...

Trong thang 10/2022, Hé théng k§ thuat ctia Trung tdm Giam sat an toan khéng gian

mang qudc gia (NCSC) da ghi nhan:

>  517.627 dia chi IP clGa Viét Nam nam trong mang botnet (gidm 2.49% so Voi
thang 9/2022), trong d6 cé 224 dija chi IP cta co quan, td chirc nha nuwéc (20
dia chi IP B6/Nganh, 204 dia chi IP Tinh/Thanh);

>  1.768 diém yéu, 16 hong an toan théng tin tai cac hé thdéng théng tin cia cac
co quan té chirc nha nwdc. S6 lwong diém yéu, 16 hdng néu trén Ia rat Ion.
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* Nguy co (Threat): 1a nhitng sw kién c6 kha nang anh hudéng

dén an toan cua h¢ thong.

e Riii ro (risk): 1a xac suat xay ra thiét hai d6i v6i hé thong.

RISK




« Nguy co mat an toan thong tin d6i véi nguoi dung (User)

— - Str dung May Tinh
- St dung Mang Xa hoi
- Sir dung thiét bi di dong

- St dung mang cong cong

- Bao mat tai khoan

= e =

i : E
COACHING~ TEACHING /. KHOWLEDG

SK:LL; 3 a» {}["

=> USER can trang bi kién thire ATTT




Mat dir liéu (Mat tién)

May tinh hoat dong khong on dinh

Lam ban dap dé tan cong cic may tinh

khac trong mang

Tham gia vao mang Botnet



2. Nguy ¢0' ro
ri va hinh
thire tan cong
danh cap dir
licu va thong
tin ca nhan
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Dir liéu ca nhan: La bat ky théng tin nao dé xac dinh dugc hay

6 thé xac dinh duoc danh tinh ctia mét ca nhan cu thé

« Vidu: Ho tén, s dién thoai, dia chi email va dia chi cu tra/dia

chi thu tin, thong tin thé tin dung cta c4 nhan, ..

Personal data

is any information
that can be used to
identify the person.
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D1ir li€u ca nhan thuong dugc dung trong cac irng dung:

e Email

* Thuong mai dién tir.

« bé diang ky st dung cac dich vu trén internet (Facebook,

youtube, ...).

Toi

Chu dé

GIAIPHAP VN

NGO TUYET DUNG / Sales supsrvisar
dungi@gigiphapmail.vn / 01853468720
HEDA VIET NAM J5C

01242 290 358

L& TTO2-15, ngd 2

Ham Nghi, My Binkh 11, Mam T Ligm, Ha Mai
https:{'giaiphapmail. vn/

0060

Pon vi ban hang

THEGIQIDIDONG

Tén in trén the

So the

Ngay phat hanh

So tién

Pan hang Tong tién thanh toan
Thanh toan don hang 4626942 so tien 420000 420,000 VND

Nhép tén tiéng Viét khdng déu 4'3 —
Nhap so thé (16 den 19 s6 & mat trudc the) {
9704 2200 1234 5678
, MU G
Théng "/ Nam v HOLDER NAME
420,000 VND
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Nha quan 1y thong tin ¢4 nhén 13 ngudi hoic to chic quan 1y viéc

thu thap, luu trit, xur 1y hoac stir dung thong tin ca nhan.
* Co quan nha nudc

e Céc to chire khac co quan nha nude (khu vuc tu nhan)




* Nguoi dung: Thong ké cho thay co tdi 80%

nguyén nhan 16 lot thong tin ca nhan 1a xuat phat

tu chinh sy bat can cua nguo1 st dung.

« Nha quan 1y théng tin: hé thong bi tan cong, ban e
, \,<><3c>

thong tin ca nhan. V

WARNING!

ACTIVE VIRUS DETECTED

ALERT LEVEL: HIGH

REMOVE VIRUS

IGNORE




« Gap rac rdi vi tin nhan rac, tin nhian quang céo...

e Lura dao trén mang: str dung anh that ctia nguoi dung mang xa hoi dé
tao nén nhiing tai khoan gia mao, Itra chinh ban be, nguo1 than cua ho.

* T6i pham mang: co thé str dung chinh nhitng thong tin do chinh chu tu
nguyén cung cap dé de doa tong tién, bat coc, hodc ltra nguoi st dung

chuyén tién vao tai khoan cua to1 pham.

Diéu gi xay ra khi théng tin ca nhan bi 16 lot? .



Bao vé dir liéu ca nhan:

* Dung dé chi viéc bao vé dit liéu c6 lién quan
dén c4 nhan trude sy lam dung.

* Bao v¢ tirng ca nhan khong bi thi€t thoi trong
quyén ty quyét dinh vé thong tin cta chinh
minh thong qua viéc st dung dit li¢u lién quan

dén ca nhan cua ho.

« Dé tranh nhirng thiét hai do thong tin ca nhan

bi xAm nhép bat hop phap va bi lam dung
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« Xem trom thong tin « Thay déi théng tin

Trudy ‘

Stra théng diép cua
Alice gui cho Bob

Doc ndi dung théng
diép cta Alice

N

Network

e

Alice Bob

* Mao danh * Phat lai thong tin

Trudy gia la Alice gai Sao chép thong diép cla
thong diép cho Bob Alice va guri lai sau cho Bob

Alice

Alice



Xem thong tin ma khong duoc su cho
phép cua nguoi so hitu thong tin
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Coc Coc
Thnh duyét Che Che 1 odng Cu teuy CAp wod midn phivg ¢
thi trrdng Vist Nam. Wikipedia

Ngéy phét hanh dbu tin: 14 thang 5, 2013
Viét bang: Ce+. Hop ngly, Python, JavaScrigt, Jav

Zalo

bang Nhap

VOl SO DIEN THOA! vOI MA QR

HOAC

K3 Dang nhép véi Facebook
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a

User Web Application

Thay d6i trai phép thong tin goc L J

ki

TIN TAC CO THE Bi MAT THIET LAP MOT CHUONG

TRINH TRUNG GIAN DE THEO DOI VIEC TRAO DOI

THONG TIN GIUA HAI NGUO1 DANG NOI CHUYEN
TRUC TIEP VOI NHAU QUA MANG.




e Ké tan cong dong gia 1a mot to chic hodc cong ty uy tin dé lira

dao nguoi dung va thu thap thong tin nhay cam cta ho — chang

han thong tin thé tin dung, tén dang nhap, mat khau v.v.

e Gui email

e Goi1 dién thoai

Social engineering

LUA PAO
QUA DIEN THOAI

Date: Tumsday, Aped 03, 2007 12:32 AM
Te: Hoaryg Meh Qucog; Nouyen Hong Tharg; Nouyen Le Ty vietanbrvenk
Subject:  Co hien tuong ok mao Emal cus VWNIC

VNNIC <webmaster@@ynmic.net.yn>=/B> wrote:

From: "VNNIC" <webmasten@vnnic.net.vn>
=o: binhphuoc04@yahoo.com

Subjec=: Thong bao danh sach Email nguy hiem
Date: Tue, 3 Apr 2007 08:52:32 40700

THONG BAO

Trung tam Internet Viet Nam (VNNIC) xin thong bao =ac co quan,gan day chung
toi phat hien dang co mot loai Virut nguy hiem gia =anh dia chi email phat
tan,khien 55.000 may tinh tai cac co quan nha nuoc bi =hiem va gay nhieu kho
khan cho nguoi su dung.Chung toi xin thong cac dong chi =anh sach Email nguy
hiem va,neu phat hien cac email gui tu dia chi tren =ang thong bao,thi nen xoa
ngay.

Trung tam Internet Viet Nam ~VNNIO)
Dia chi : 115 Tran Duy Hung, Cau ~iay. Ha Noi
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» Lap la1 viec truyén tai mot dir li¢u hop 1€ di vao trong mang.

« K¢ tan cong khong thay d6i noi dung dit liéu.

#
9 hiashipassword)
|
snifs |
hash |
+ replays
hash

&

Sao chép thong diép cua
Alice va gui lai sau cho Bob

T

Alice Bob

21



Social Engineering

. Password

Ma doc C Attacks
Hé thong
CNTT
DOS/DDOS

Man-in-the-Middle
Attacks

APT Attacks
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Panh ltra hodc thuyét phuc nguoi dung cung

cap thong tin nham khai thac cac thong tin cé
loi cho cudc tin cong hoac thuyét phuc nan
nhan thuc hién mot hanh dong nao do

Co6 2 loai Social Engineering:

- Dua trén con nguoi: tuong tac gira CON nguoi
véi nhau

- Duya trén may tinh: sir dung cac phan mém dé

thu thap thong tin

Giai phap phong chong: dao tao

banh Itra
ngwol dung,
nham lay cap
di¥ lieu hoac
tong tién.

? LOGIN &

ALESS\ ) SPYING

S SOCIAL}f"“’

“ ENGINEERING

e e
e

( X
20 akt-2-%

SWORDS  SECURITY PRETEXT
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Ngay Thir 4, 25107112, Cuon

g trong quan
Raiels nh, an toan
Cha de: an

?f";g- e, 20 thang 1. 2012.
qay-

323

S

Cuong

g Cntt <w°/"‘§
m
Ttr- Cuong Cnit <ouongenEm=R ong

¥4

fin

— Ngay Thir 4, 25/07/12, NguyenThi LanHuong <lhuori;

Tir: NguyenThi LanHuong <lhucimn i mtom>
Cha dé: Danh sach tang luong Cuoi Nam 2012
Bén: duorfi T T T com

Ngay: Thir Tw, 25 thang 7, 2012, 11:09

Chu y Danh sach co loi ko? .

DanhSachTangLuong.xls
77K View Open as a Google spreadsheet Download

From: Neuyén [N <o Miacn @ bacllill o> &4l cong van cung cap dia chi mail.7z (375 K
Date: 2013/2/5 ! Loy 65t G cic files

Subject: Céng van giri dén co quan HCM

Tos

Téi xin kinh giri c6ng vin méi nhét tir S& Théng Tin Truyén Théng TP.HCM va dé nghi anh (chi) & cdc
co quan truyen thong xem qua roi pho bién cho cac dong nghiep khdc cing co quan-so.

Neuyenlllll- Tong bién tap Tap chi
Email: o @ baol vo
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£\ Your Computer May Have A VIRUS !

Towr Locaen Your P Aotress Qe
Undect Shetes RN 08 Wetrwnday, Mech 11
201

& 192.168.5.147

VietinBank iPay

WP

MALWARE Cam on quy khich di st dyng
UMty 0o yOUr persora cata ata M

ol val Wb quan trgng, ry ot cla
nghnh Ngiin hang Vigt Nam. Déin v
Nohn hing TMCP Céng Thuong
Vidt Nam, Quy khich sé hdl iing W
chilt krgng sén phim, dich w v
phong coh phuc vy chuydn nghidp,
nhit tinh véi phwong chm: *Tin
Céy. Hidu Qua, Hwn D~

Hurong din gino dich an todn

T [ o |
ot your COMPYTER FIXED  teler
the ntermee. eacecaly Yo watzhng |

Nghn hing TMCP Céng thwong Vgt

Nam & Nodn hing thuong mas on,

dich wy!

Thaeg tn dlng rhde
Tén ding nhip: Crdsecw ity

Mot khby sreeeeesassene Dispiay Wrial seyOCand Medace
Olng rhdo  Clo W mllt Whdy

HA vy VietinBank Contact Center - 126 DI Clin - Ba Dinh - HA NOI
Téng Al 1900 558068; Emai: contact@vietnbank.vn
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Loai phan mém duoc tao ra va chén vao
hé thong mot cach bi mat.

Muc dich: thim nhap, pha hoai hé thong
hodac 1ay cap thong tin

Hau qua: lam gian doan, ton hai to1 tinh bi mat,
tinh toan ven va tinh san sang cuia may tinh nan nhan.

Phén loai: tuy theo chtrc ning, cach thtrc 14y nhiém,
pha hoai: virus, worm, trojan, rootkit ...

26



Boot virus

. Macro virus
Virus Hoax

Scripting virus

Bién thé
File Virus
Botnet
Trojan horse
Rootkit roja o
Worm BaCkDoor

Adware va
Spyware
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e Sao chép chinh né tir d6i twong bi nhiém sang doi tugng khac (File,

Folder, May tinh, ..).
Fred Cohen 1983
 Hinh thuc lay lan:

 USB, Emall

* File Download

-lll'i-'-'--- hhhhh
-

cv cv | /) cv
@

-

*f

o ———




e Lay lan trén hé thong mang. Worm 1a network virus.

« Worm: Tu dong lay lan ma khéng can cho sy kién

Cac hinh thirc lay lan

-————
-

» Thong qua email, chat __ RS EERAA

Image courtesy of: Tech Tips.com

 Chia sé file
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M3 doc tong tien WannaCry

EternalBlue MS17-010

WannaCry Ransomware Attack
Patch for Unsupported Windows (Apply Now)

DPinh kem ma déc trong Email

Dinh kém trong file Crack, data
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File dinh kem email

Phan mém khong
ban quyén

Hé thong web
den

Cac dich vu tin
nhan Skype, o
Facebook Lo hdng U'ng dung
Chuaong trinh phan
mem tng dung Chia sé file
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« Brute Force attack: doan mat khau (ngay sinh, CMND, m4 s6 nhan
vién, ..)

- Dictionary attack: dung mot file (dictionary) chtia tat ca cac

password cé thé c6. Thir timg password cho dén khi tim dugc mat

32



e Tan cong tir chdi dich vu/tir chdi dich vu phén tan

i 50 B

I R Nl B R
Attacker Controller s i: i__‘ i__l ______..---..___..----"//N/’ Victim
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77

Can than trong khi stv Web Server
dung cac mang cong

codng!!!

@ Attacker
S
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* Advanced Persistent Threat

lﬁc h l
Xoa dauvet
I Tmkiém muc l
tiéu phi hop

dirliéu
: l Chétao cong l
cueilocbng
Panh cap Nghién ciru vé Con
dinh danh ngurriHa ting ciia muc tiéu
Mo’ rong l Thir l

Kholsinh kétnoi Trien khai
turben ngoal
Khoitao viec
Xxamnhap

anh hwong
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Str dung mang xa hoi.

St dung may tinh.

Str dung dién thoai di dong
St dung mang cong cong.

Bao mat tai khoan dang nhap.

Nhan dién ltra dao trén mang

BAN QUYEN
PHAN MEM
MAY. TiNH

Str dung tir nguon tin cay
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Str dung mang xa hoi: Mang xa ho1 ¢6 nhirng tinh nang nhu tro

chuyén, gui thu dién tir, chia s€ phim anh, t&p tin, dang bai viét ca

nhan, binh luan....

( N
Khong tiét 19, dia chi thuc té, lich cong tac, thong
tin lién quan téi cong viéc ciia minh tai co quan

\

faceboo

k [Mat khau manh (Strong Password)

[Suy nghi va can nhic ky vé nhirng gi viét va

J
Xin phép trwdc khi dang tai nhirng birc anh va ]
37
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Str dung may tinh:

e Sir dung hé diéu hanh va cac tng dung c6 ban quyén (license).

e Thuong xuyén update hé diéu hanh.

e Ludn sir dung cac chuong trinh bao mat cho hé diéu hanh

(Windows defender, antivirus)

Wgona Defender Secorty Comtw

Security at a glance

5 Ac ount pn:«czm Hrewall & neswork

w

App & beowser controd
PO con neeces

& ﬁ Bitdefender

SOPHOS

McAfee

a avast

/ @J:Nortqn“




Str dung may tinh:

 Chinh sach password cho may tinh

Backup dir liéu

Disable cac User khong str dung

Chu y khi str dung USB

Str dung Email an toan (Backup, chinh sach password)
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Str dung dién thoai di dong
e Thiét 1ap password khoa man hinh
« Update hé diéu hanh

» Cai céc tng dung tin cdy
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Str dung mang cong cong.

« Tat Network Sharing

« Dung VPN (Virtual Private Network) néu muén truy cép vao

cac trang dang nhap.

* Dung cac trang HTTPS

https://
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Bao mat tai1 khoan dang nhap

Cau hinh xac thuc 2 budc tai khoan gmail.

Mat khau manh (strong password)

Thay d6i mat khau dinh ky

Khong chia sé password cho nguoi khac.

Ludn logout tai khoan sau khi str dung trén may tinh cua nguoi

/4
khac =
e 3 LDAP
W q_) = T applcanons I
s A policy,
= information mechamsm F o V.- USEd 9me !:mc

change =™~

PasSSWOrc

- e
e alowed ....‘,
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Phan loai cAp dd an toan théng tin

Cép do an toan hé thdng
théng tin dwgc phan loai

tang dan tw cap do 1 } 0
dén cép do 5 dé ap dung Cép d6 1

bién phap quan ly va ky -

thuat nham bao vé hé J

thong thong tin phu theo
cap dé

Cép dd 1 khi bi pha hoai sé& lam tén hai t&i quyén va
loi ich hop phap cla td chirc, ca nhan nhwng khéng
lam tén hai t&i loi ich céng cong, trat tw, an toan xa
héi, quéc phong, an ninh qubc gia.

Cép dd 2 khi bi pha hoai s& lam tdn hai nghiém trong
t&i quyén va loi ich hop phap clia td chirc, ca nhan
hodc lam tén hai t6i loi ich céng cong nhung khéng
lam tén hai t&i trat tw, an toan xa héi, quéc phong, an
ninh quéc gia.

Cép do6 3 khi bi pha hoai sé& lam ton hai nghiém trong
toi san xuét, lgi ich cdng cdng va trat tw, an toan xa
héi hodc 1am tén hai t¢i qudc phong, an ninh québc gia.

Cép do 4 khi bi pha hoai sé& lam tdn hai dac biét
nghiém trong t&i lgi ich cong cdng va trat tw, an toan
xa hoi hodc lam tén hai nghiém trong t&i quéc phong,
an ninh quédc gia.

Cép do 5 khi bj pha hoai s& lam ton hai dac biét
nghiém trong t&i qudc phong, an ninh quoc gia.



Xac dinh cip d6 an toan thong tin

|

Phuc vu hoat ddng ndi bd clia co' quan, td chirc va chi xt ly théng tin cong cong.

Cap do 1

N [ - H& thng ndi bd va coé xt ly TT riéng, TTCN;

- Phuc vu ngudi dan, doanh nghiép, cung cdp DVCTT mdrc dd 2 trd xubng / DV truc
tuyén khéng thudc DM dich vu KD cé DK / DV trwc tuyén khac c6 xi ly TT riéng, TTCN
clia <10.000 NSD;

/ - Co s& ha tAng théng tin phuc vu hoat déng clia mét co' quan, td chirc.

"\ [ - Xt ly thdng tin BMNN / khi bi pha hoai s& lam ton hai toi QP, AN quéc gia. ,

- Phuc vu nguw&i dan, doanh nghiép cung cap DVCTT mtrc dd 3 tré 1én / DV triec tuyén thudc
danh DM KD c6 DK / DV trirc tuyén khac cé xt ly TT riéng, TTCN cla >= 10.000 NSD.

- Co' s& ha tang thong tin ding chung trong pham vi mét nganh, mét tinh hodc mét sé tinh...

|

Cap do 2

|

Cap d6 3

- Xt ly théng tin BMNN / khi bi pha hoai s& lam tdn hai nghiém trong QP, AN quéc gia.
- Phuc vu phat trién CPDT / co s& ha tang théng tin dung chung trén pham vi toan
quéc, yéu cau van hanh 24/7, khéng chap nhan ngrng van hanh ma khéng c6 ké
- hoach truéec...
" - X ly théng tin BMNN / khi bi pha hoai sé lam tdn hai dac biét nghiém trong t&i QP,
AN quéc gia.
- Phuc vu lwu triv div liéu tap trung déi véi mét sb loai hinh théng tin, div liéu déc biét
' quan trong clia quéc gia.
- Co s& ha tang théng tin QG phuc vu két néi lién théng hoat ddng cla Viét Nam voi
quéc té...

|




Tham dinh, phé duyét ho so’ dé xuat cap do

Hé thdng théng tin dugc dé xuat cdp d6 1 hoac cap d6 2

Van ban dé nghi
tham dinh va phé
duyét HSDXCD
(Mau 01 - ND85)

PON V| VAN HANH

1.Vin ban dé nghi +
HSDXCD

Quyet dinh phé duyét
cﬁEi do ATHTTT
(MAu 06 - ND85)

A

Ve

HSDXCD, gom:
1. Thuyét minh téng quan vé HTTT.
2. Thuyét minh vé viéc dé xuat cép do.
3. Thuyét minh phuong an BDATTT thed
cép do tuong tng.
4. Tai liéu thiét ké.

do ATHTTT

DON V| CHUYEN
TRACH AN TOAN
THONG TIN

* 2. Quyét dinh phé duyét cap -



Tham dinh, phé duyét ho so dé xuat cap dé (2)

Hé théng théng tin duoc dé xuat cap d6 3

Van ban dé nghi To trinh phé duyét
tham dinh HSDXCD HSDXCD

(Mau02-NP85) || (Mu05-ND85)

~_

PON V] VAN HANH

Y

HSDXCB, gom:
1. Thuyét minh tong quan vé HTTT.
2. Thuyét minh vé viéc dé xuét cap do.
3. Thuyét minh phuong an BDATTT thea
cép do twong Ging.
4. Tai liéu thiét ke.

DON V| CHUYEN
TRACH AN TOAN
THONG TIN

Y kién tham dinh
HSDXCD
(Mau 04 - ND85)

CHU QUAN HE
THONG THONG TIN

Quyét dinh phé duyét
cap dg ATHTTT
(Mau 06 - ND85)




Tham dinh, phé duyét hé so’ dé xuat cap dé (3)

Hé théng théng tin duoc dé xuat cap do6 4

Van ban de nghj
tham dinh HSDXCD
(Mau 02 - ND85)

-

Van ban xin y kién
chuyén mon HSDXCD
(M4u 03 - ND85)

HSDXCD

T& trinh phé duyét

(Mau 05 - ND85)

——

HSDXCD, gom:
1. Thuyét minh tong quan vé HTTT.
2. Thuyét minh vé viéc dé xuét cap do.
3. Thuyét minh phwong an BBATTT]

theo cép do tuang tng.
4. Tai liéu thiét ké.

1. Vin ban xin y kien chuyén

DON V] VAN HANH

\

5. Trinh

6. Quyét
din?\ :hé pheé duyét
et ol HSDXCD +
duyet cap Van bin j
do iy
ATHTTT "'e;hfl';lﬂm
Y
Quyét dinh phé duyét A
cap OATHTTT e i Tyang
(MAu 06 - NDB5)

mon + HSDXCD 4 .
> DON V| CHUYEN
< TRACH AN TOAN
2. Y kién chuyén mén vé THONG TIN
HSDXCD \

Y kién tham dinh e |
HSBXCD BO CONG AN
(Mau 04 - NDS5) (CUC A05)

A y,

- A A ( \
BO THONG TIN VA BO QUAC PHONG
TRUYEN THONG (BO TU LENH 86)

(CUC ATTT) C
\ J




Tham dinh, phé duyét hé so’ dé xuat cap do (4)

Hé théng théng tin duoc dé xuat cap d6 5

Vanbandé nghi || Vanban xiny kién

tham dinh HSDXCD

(Mau 02 - NB85) (Mau 03 - ND85)

chuyén mon HSPXCD

T trinh phé duyét
'HSDXCD
(Mau 05 - ND85)

e ———

~ HSDXCB, gom:
1. Thuyét minh tong quan vé HTTT.
2. Thuyét minh vé viéc dé xuat cap do.

3. Thuyét minh phuong én BBATTT<_

DON VI VAN HANH <

1. Van ban xin y kién chuyén
mon + HSDXCD

2.Y kién chuyén mén vé

AP . HSDXCD
theo cap do tuong tng. A
4. Tai liéu thiet ké.
+ %a
6%
: 5. Trinh 0 70,
6.‘ Quyef phé duyét kS
dinh phé phurong 7
duyét an %
phurong BDATTT + ¢
an s i
Van bany
BDATTT kién tham
dinh
Y
Quyét dinh phé duyét CHU QUAN HE
phwong an BDATTT ; AL -
(Méu 07 - NB85) THONG THONG TIN

trong quoc gia

é 3
DON V| CHUYEN
TRACH AN TOAN

THONG TIN

. J

( h
THU TUONG
CHINH PHU

\ J

A
8. Van ban de

nghi cap nhat
vao danh myc
HTTT quan

BO THONG TIN VA
TRUYEN THONG

7.Van ban de nghj cap nhat vao

(CUC ATTT)

danh muc HTTT quan trong quoc gia

Y kién tham dinh
'HSDXCD
(Méu 04 - ND85)

BO CONG AN
(CUC A05)

BO CONG AN
(CUC A05)




Xay dwng ho so’ dé xuat cap do

1. Thuyét minh téng quan vé hé théng théng tin

2. Thuyét minh vé viéc dé xuat cap do

3. Thuyét minh phwong an bao dam an toan thong tin




X3y dwng ho so’ dé xuat cap do (2)

Thuyét minh tdng quan vé hé théng thdng tin (khodn 3 Piéu 8 Théng tw 12/2022/TT-BTTTT):

4 \ [ ™\
CHU QUAN DON V|
12 Lille VAN HANH
THONG TIN -

\. J\.

4 \ /[

PHAM VI, ;

QUY MO KIEN TBUC
HE THONG || HE THONG
THONG TIN

. J\. J

V4

1) Théng tin vé chd quan hé théng théng tin, gém: tén chd quan hé théng
thong tin; quy dinh chirc nang, nhiém vu va guyén han; ngudi dai dién,
chirc vy; dia chi; thong tin lién hé (bao gom so6 dién thoai, thw dién td).

2) Théng tin vé don vi van hanh hé théng théng tin, gém: tén don vi van
hanh; quy dinh chrc nang, nhiém vu vé’quyén han; ngwoi dai dién, chirc
vu; dia chi; thong tin lién hé (bao gom so dién thoai, thw dién t).

3) M6 ta pham vi, quy mé cua hé théng théng tin, trong d6 can lam rd
pham vi ctia hé théng, quy md cta hé théng va déi twong phuc vu cla
hé théng.

4) Mb ta hién trang kién trac hé théng (ddi véi hé thdng dang van hanh)
hodc md ta kién truc hé théng (ddi véi hé thdng dwoc xay dwng méi
hodc nang cap, mé& rong), trong dé mod ta cu thé méd hinh 16-gic, mé hinh
vat ly cha hé théng, danh muc thiét bj va thiét bi mang chinh trong hé
thdng (bao gdm tén thiét bi/ching loai, vi tri trién khai, muc dich st
dung), danh muc &ng dung/dich vu cung cip b&i hé théng (bao gdm tén
dich vu, may cha trién khai/vi tri trién khai/hé diéu hanh may chd, muc
dich st dung dich vu), quy hoach cac vung mang va dia chi IP trong hé
théng (bao gdbm ving mang, dia chi IP ndi bé (IP Private), dia chi IP céng
khai (IP Public)).



Xay dwng ho so’ dé xuat cap do (3)

Thuyét minh vé viéc dé xuat cap do (khoan 4, 5 Diéu 8 Théng tu 12/2022/TT-BTTTT):

/\

DANH MUC HE THONG
THONG TIN VA CAP DO
TUONG UNG

Y

THUYET MINH CHI TIET
DOl VO TUNG HE THONG
THONG TIN

/NG

NV

1) Danh muc cac hé thdng théng tin va cap doé twong ng, bao gdm: tén
hé théng thdng tin, cap d6 dé xuéat, can clr dé xuét dbi véi tivng hé thdng
théng tin.

2) Thuyét minh chi tiét déi v&i cac hé théng théng tin, trong dé can Iam ro
loai théng tin dwoc x& ly, loai hé thong théng tin, can cw dé xuat cap dé
dbi véi tirng hé théng thang tin.

3) Doi véi hé théng théng tin duoc dé xuét cap do 4 hodc cap do 5, can
lam ré thém cac ndi dung sau day:

a) Xac dinh cac hé théng théng tin khac cé lién quan hodc c6 két ndi dén hoac
cé anh hwéng quan trong t¢i hoat dong binh thwéng cla hé théng théng tin
dwoc dé xuat cap do;

b) Thuyet minh vé cac nguy co tan céng mang va mirc dd anh hwéng dbi voi
hé théng théng tin dwoc dé xuét cip do;

c) Banh gia pham vi va mrc dé anh hwéng téi loi ich cong céng, trat tw an toan
x& hoi hodc qubc phong, an ninh quéc gia khi bj tin cdng mang gay méat an
toan théng tin hodc gian doan hoat ddng cta hé théng théng tin dwoc dé xuéat
cap do;

d) Thuyét minh yéu cau can phai van hanh 24/7 va khéng chap nhan ngirng
van hanh ma khéng c6 ké hoach trwdc dbi véi cac hé théng thdng tin theo quy
dinh tai khoan 2 va khoan 3 Piéu 10 cta Nghi dinh 85/2016/ND-CP.



Xay dwng ho so dé xuat cap do (4)

Thuyét minh phuong én bao dam an toan thong tin (khoan 6 Didu 8, Pidu 9, Didu 10 Théng tu 12/2022/TT-BTTTT):

/\

4 )

Thuyét minh phwong én dép
(Png cac yéu cau vé quan Iy
twong (eng voi cap do de xuat

. J
4 )

Thuyét minh phwrong an dép
(Png cdc yéu cau vé ky thuat
twong (eng voi cap do de xuat

8 J

N\

1) Yéu cau co ban vé quéan ly, bao gébm:

a) Thiét lap chinh sach an toan théng tin;

b) T chirc bdo dam an toan théng tin;

c) Bao dam ngudn nhan lyc;

d) Quan ly thiét ké, xay dwng hé théng;

d) Quan ly van hanh hé théng;

e) Phwong an Quan ly rdi ro an toan théng tin;

g) Phuwong an Két thuc van hanh, khai thac, thanh ly, hily bé hé théng
théng tin.

(Néi dung mdi so vdi Théng tw 03/2017/TT-BTTT)

2) Yéu cau co ban vé kj thuat, bao gém:
a) Bao dam an toan mang;

b) Bao dam an toan may chu;

c) Bao dam an toan (rng dung;

d) Bao dam an toan dir liéu.

Chi tiét yéu cGu déi vdi tirng cdp dé duoc quy dinh tai cdc Phu luc I, I, I, IV, V
Théng tw 12/2022/TT-BTTTT.



Xay dwng ho so’ dé xuat cap do (5)

Thuyét minh phuong én dap ng cac yéu cau vé quan ly (ddng bd vai Tiéu chudn quéc gia TCVN 11930:2017):

YEU CAU QUAN LY

Phwong an bo sun
theo TT12

Chinh sach chung To chirc, nhansy | | Quanly thiet ké, xay Quén 1Y van hanh
dwng HTTT '

Chinh séch cho ngudi str . oo AT

dung Tuyén dung can bo Ho so ‘h':}_lk_? antoan Quan Iy thay déi HT
Chinh sach cho nguwi . ,
quan tri HT Dao tzo HG so Cap d6 PA (rng ctru sy 6
BG tri can bd Bao dam ATTT trudec khi L

duva vao st dung PA giam sat

Khoi phuc hé thong

Quan Iy diém yéu ATTT

Quan ly rui ro ATTT

Két thiic van hanh, khai
thac, thanh Iy, huy bo




Xay dwng ho so’ dé xuat cap do (6)

Thuyét minh phuong én dap tng cac yéu cau vé ki thuat (ddng bd véi Tiéu chuan quéc gia TCVN 11930:2017

YEU CAU KY THUAT

Bao dam an toan

mang

wed  Thidt ké hé thong

_IKiém soat truy F:ép tir bén|
ngoai

e Nhat ky hé thong

Phong chng xam nhap

Bao vé thiét bi hé thong

Bao dam an toan
may chl

Xac thue

Kiém soat truy cap

Nhat ky hé thong

Phong chang xam nhap

Phong chong phan mém
doc hai

| Xt 1y may chd khi chuyén

giao

Bao dam an toan
ng dung

Bao dam an toan
dit liéu

Thiét ké hé thong

Kiem soat truy cap tir bén
ngoai

Nhat ky hé thong

Bao mat thong tin lién lac

Chong chdi bo

An toan trng dung va m3

Nguyén ven dit ligu

Bao mat dit lidu

Sao luu dy phong

by
nguon




Phuwong an bdo vé hé théng thong tin

Hé théng thong tin cdp d6 1: 03 phwong an / 03 ving mang

8 8

Viung mang bién

Phwong 4n thiét ke bao dam:

1. C6 phuong an quan ly truy cdp, quan tr1 hé
thong tlr xa an toan.

2. Co phuong an quan 1y truy cdp giita cac ving
mang va phong chong xam nhap (FW tich hop
IDS/IPS)

3. C6 phuong 4n phong chdng ma doc cho méy
chu va may tram (AntiVirus)




Phuwong an bao vé hé thong thong tin (2)

Hé théng thong tin cdp d6 2: 06 phuong an / 05 vung mang (vung mang khdng day - néu cd)

® &

Ving mang bién

Wi 9

DMZ Zone

94

Ving may chi ngi b

Phirong an thiet ke bao dam:

1. C6 phuong an quan Iy truy cap, quan tri hé thong tir xa
an toan (Mang riéng ao VPN hodc chire ndng VPN tich
hop trén FW)

2. Co phuong an quan Iy truy cp giita cac ving mang va
phong chong xAm nhap (FW tich hop IDS/IPS)

3. C6 phuong 4n phong chong md doc cho may chu va
may tram (AntiVirus)

4. C6 phuong an phong chong tan cong mang cho tmg
dung web (WAF: HTTT duoc quy dinh tai khoan
2/Piéu8/ND 85)

5. C6 phuong an bao dam an toan thong tin cho hé thong
thu dién t doi voi hé théng thu dién tur.

6. Co phuong an du phong cho cac thiét bi mang chinh




Phuwong an bao vé hé thong thong tin (3)

Hé théng thong tin cdp d6 3: 16 phuwong an / 07 ving mang (vung mang khéng day - néu cd)

Te @

Viing mang bién

Wi &

DMZ Zone

TR &

Viing quén tri

Phwong an thiét ké bao dam:

1. C6 phuong an quan Iy truy cap, quan trj hé thong it xa an toan (SP Mang
rieng a0 VPN: HTTT xu Iy thong tin bi mat nha nude; HTTT tai diem ¢
khoan 3/9/ND 85).

2. C6 phuong an quan Iy truy cdp gilta cac ving mang va phong chong
xam nhap (FW tich hop hoac IDS/IPS).

3. C6 phuong an can bng tai, dy phong nong cho céc thiét bi mang chinh
4. Co phuong an bao dam an toan cho may chu co so' dit lieu (FW CSDL
do1 vo1 HT co s dit lieu tap trung tai khoan 3/9/ND 85).

5. €6 phuong an chan loc phan mem doc hai trén moi treong mang (Giai
phap/Thiet b phat hi¢n va ngan chan méa doc 1op mang).

6. C6 phwong an phong chong tan cong tir chéi dich vu (Chong DDoS doi
vo1 cac HT TTDL, Clgud, he th@ng ijh glalﬂl, xac thue di¢n fir, chung
thue dién tw, chit ky so va he thong Két no1 tich hop, chia s¢ dit ligu ta1
khoan 2/9/ND 85).

7. C6 phuong 4n phong, chong tan cong mang cho tmg dung web (WAF
duoc quy dinh tar khoan 2/9/ND 85)

8. Co phuong én bao dam an toan thong tin cho hé thong thr dién tir (Doi
vo1 HT Th dien tr tai khoan 2/Pieu 9/ND 85 — Giai phap Email Security
Gateway)




Phuwong an bao vé hé thong thong tin (3)

Hé théng thong tin cdp d6 3: 16 phuong an / 07 vung mang (vung mang khdng day - néu cd)

Te W

Viing mang bién

WU

Viing may chi ngi bo

Viing quin tri

Phwrong 4n thiét ke bao dam:

9. C6 phurong an quan I truy cap 16p mang (SP NAC — Doi véi HT
Mang néi bo, Trung tam gidm sat diéu hanh an toan thong tin mang
SOC tai khoan 3/Dieud/ND 83)

10. C6 phuong an giam sat hé thong thong tin tap trung (Network
monitoring NOC)

11. Co phuong an gidm sét an toan hé thong thong tin tip trung
(SIEM)

12. C6 phwong an quan Iy sao lwu dir phong tap trung (Hé thong lu
trit va phan mém quén )

13. C6 phwong an quan I phan mém phong chong ma doc trén cac
may chiu/may tinh nguot ding tap trung (Giar phap AntiVirus co
chite nang quan Iy tap trung hodc hé thong EDR)

14. C6 phuong an phong, chong that thoat dit liéu (DLP — Doi voi
HTTT co xt Iy thong tin bi mat nha nude hoac HTTT quy dinh ta1
diém ¢ khoan 2/Diéud/ND 85)

15. C6 phwong an duy tri it nhat 02 két noi mang Internet tir céc ISP
st dung ha tang ket noi trong nwde khac nhau (Co két noi mang
Internet du phong)

16. C6 phuong an bao dam an toan cho mang khéng day (néu c6)




Phuong an bao vé hé théng théng tin (4)

Hé théng thong tin cdp d6 4: 17 phuwong an / 08 viing mang (vung mang khdng day — néu cd)

Te W

Ving mang bién

Ving may chu nji b§

Viing quin tri Ving may cha CSDL

Vung quan trj
thiét bj h¢ thong

Phuong én thiét ké bao dam:

1. C6 phwong 4n quan 1 truy cdp, quan tri hé thong tir xa an toan (SP Mang
riéng ao VPN: HTTT xtt Iy thong tin bi mat nha mrdc).

2. C6 phuong 4n quan Iy truy cip gilta cac ving mang va phong chong
xam nhap (FW tich hop hodc IDS/IPS).

3. C6 phurong 4n can bang tai, dir phong néng cho cée thiét bi mang chinh
4. Co phuong an bao dam an toan cho may chu co so dir licu (FW CSDL
do1 vo1 HT co so dit lieu tap trung tai khoan 3/10/ND 85).

5. C6 phuong én chan loe phan meém doc hai trén moi trrong mang (Giai
phap/Thuet by phat hién va ngin chin ma doc 1p mang).

6. Co phong an phong chong tan cong tir choi dich v (Chong DDoS dai
voi cac HT TTDL, Cl(;ud._ he th(")ng Bi}ﬂl glanh._ xac thue dién fu, ching
thue dien tr, chit kv so va hé thong Ket noi tich hop, chia se di lieu tai
khoan 3/10/ND 85).

7. C6 phwong an phong, chong tan cong mang cho tmg dung web (WAF
duoe quy dinh tat khoan 2/10/ND 85)

8. C6 phuwong én bao dam an toan thong tin cho hé thong th dién ti

9. Co phuong an quan Iy truy cap ldp mang (NAC - Poi véi HT Mang noi
bo, Trung tam giam sat dieu hanh an toan thong tm mang SOC tai khoan 3
Dicu L0/ND 85)




Phuong an bao vé hé théng théng tin (4)

Hé théng thong tin cdp d6 4: 17 phuong an / 08 vung mang (vung mang khéng day — néu cd)

Te W

Ving mang bién

JJ e

DMZ Zone

W

Vung may chu ngi bg

T

Vung may chi CSDL

Firewall

| M}@

Viing mang néi bo

Vung quan tr|
thiét bih thong

Phurong 4n thiét ké bao dam:
10. C6 phuong én gidm sat hé thong thong tin tap trung (Network
monitoring NOC)

11. C6 phuong an giam sat an toan hé thong thong tin tap trung
(SIEM)

12. C6 phwong én quan Iy sao lwu dur phong tap trung (Hé théng hru
trit va phan mem quan Iy)

13. C6 phuong an quan Iy phan mém phong chong ma doc trén cac
may chu/may tinh ngwot dung tap trung (Giai phép AntiVirus co
chire néng quan ly tap trung hodc hé thong EDR)

14. C6 phwong an phong, chong that thoat di liéu (DLP - Doi véi
HTTT 6 xur ly thong tin bi mat nha nuée hoge HTTT quy dinh tai
khoan 3 Diéu 10/ND 85)

15. C6 phuong an du phong két noi mang Internet cho cac may chi
dich vu

16. C6 phurong &n bao dam an toan cho mang khong day (néu c6)

17. C6 phuong an quan Iy tai khoan dc quyén (PIM/PAM Privileged
Access Management)




Phuwong an bao vé hé thong thong tin (5)

Hé théng thong tin cdp d6 5: 19 phuwong an / 08 viing mang (vung mang khdng day — néu cé+vung quan trj thiét bi hé thong)

Phirong n thiét ké bao dam:

1. C6 phuong an quan Iy truy cp. quan tri hé thong tir xa an toan

ﬁ @ '_7'- (SP Mang riéﬁg 40 VPN: HTTT xi Iy Ihéné tin b nﬁit nha nudc).

VEN Gateway AntiDDo§ 2. Co phuong 4n quan Iy truy cgp gitta cdc ving mang va phong
Vung mang bién chong xam nhdp (FW tich hop hodc IDS/IPS).

3. C6 phwong 4n can bang tai. dw phong nong cho cdc thiét bj
mang

4. C6 phuong an bao dam an toan cho may chu o so dir icu (FW
(CSDL doi vdi HT co so dit licu tap trung tai khoan 2/11/ND 85).
g 5. C6 phwong an chin loc phan mem doc hai trén moi truong

mang (Giai phap/Thiet bi phat hién va ngdn chin ma doc lop
Host IDS nlang)

Vimg may chi ndi bg

= t:iiiii]

6. Co phuong an phong chong tan cong choi dich vu (SD dich
vu ctia DN hoéic SP Chong DDoS doi vdi cac HTTT quy dinh tai
khoan 2. 3/10/ND 85).

7. C6 phuong an phong. chong tan cong mang cho tmg dung web

O (WAF dugc quy dinh tai khoan 2/11/ND 85)
m /J 8. C6 phuong an bao dam an toan thong tin cho hé thong thw dién

Ving may chu CSDL

\
c-sslj

(@ - 7 DB Firewall fwr
8 ‘m 9. Co phuong an quan Iy truy cap 10p mang (NAC - Poi véi HT
Qo Poley Mgt / Mang noi bc}: Trung tﬁn,l, giam sat dicu hanh an toan thong tin
mang SOC tai khoan 3 Dicu 10/ND 85)




Phuwong an bdo vé hé théng thong tin

Hé théng thong tin cdp d6 5: 19 phuong an / 08 vung mang (vung mang khong day — néu cé+vung quan trj thiét bi hé thong)

(5)

w8

VPN Gatevay

Vung mang bién

22

AntiDDoS

/ Vimg quan tri \
| 3 Ll
, _Q =
PIM b
Monitoring

Vimg may chi ndi bg

= t:iiiii]

2

Host IDS

Ving may chu CSDL

m o

}/
DB Firewall

Phirong 4n thiét ké bao dim:

10. C6 phuong an gidm sat hé thong thong tin tap trung (Network
monitoring NOC)

11. C6 phurong én gidm sét an toan hé thong thong tin tap trung
(SIEM)

12. C6 phuong 4n quan 1y sao hwu dy phong tap trung (Hé thong
ru trit va phan mém quan 1)

13. C6 phuong 4n quan Iy phan mém phong chong ma ddc trén
cac may chu/méy tinh nguoi ding tap trung (Giai phép AntiVirus
quan Iy tp trung hogc hé thong EDR)

14. C6 phong 4n phong, chong that thoat dit liu (DLP - Doi véi
HTTT ¢ xu Iy thong tin bi mat nha nwdc hode HTTT quy dinh tai
khoan 2/Piéu 11/ND 85)

15. C6 phuong 4n dir phong két noi mang Internet cho céc méy
chu dich vu.

16. C6 phuong an bao dam an toan cho mang khong day (néu c6)
17. C6 phuong 4n quan Iy tai khoan dic quyén (PAM (Privileged
Access Management))

18. C6 phuong an du phong hé thong & vi tri dia 1y khac nhau 19.
C6 phuong an dur phong cho két noi mang giita hé thong chinh va
hé thong du phong (C6 ket ndi vat 1y theo hai huéng khéc nhau
giita hai hé thong.)
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